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Disclaimer 

 

Salamander Technologies, Inc. has made its best efforts to make the interTRAX® system 

reliable and defect-free; however, any computerized system is subject to malfunction 

including operator error, undetected system “bugs”, and power or communication 

outages.  Salamander Technologies, Inc. cannot and does not warrant that the system will 

perform flawlessly at all times and under all conditions. 
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1 Introduction  

interTRAX® exchange 

interTRAX® exchange provides a method for sharing incident data via the Web.  It 

provides data synchronization and situational awareness.  
 

The account options include the permissions to  

 download reference data for medical applications  

 upload incident data to interTRAX exchange 

 

The user options include the permissions to  

 login to the website 

 view incident data posted to interTRAX exchange for a specific region 

 define reference data that is downloaded into the medical applications 

 define issuers, authorities and settings for Personal Identity Verification (PIV) and 

Salamander Identity Verification (SIV) 

 

interTRAX® monitor 

interTRAX® monitor provides a view of responder, equipment, patient and evacuee 

activity real-time from any location where internet connectivity is available.  It also 

provides access to responder qualifications, equipment qualifications and reports.  

 

interTRAX® connect  

interTRAX® connect provides remote access to data fields in MOBILE EMS™ and 

rapidTAG evac™.  

 

interTRAX® PIV manager 

interTRAX® manager provides identity certificate and Public Key Infrastructure (PKI) 

management, Identity and Privilege List (IPL) management, Hotlist management and 

System management.  
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2 Using interTRAX® exchange 

 

 

Start interTRAX® exchange 

 

 

Start Internet Explorer and type in the URL https://intertraxexchange.com 

 

 

 

The interTRAX® exchange login screen will appear  

 

Type in the username 

and password provided 

by Salamander 

Technologies 

 

Click on SUBMIT 
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Monitor 

interTRAX® monitor provides a view of responder, equipment, patient and evacuee 

activity real-time from any location where internet connectivity is available.  It also 

provides access to responder qualifications, equipment qualifications and reports.  

 

 

 

 

 

Incidents  

All of the incidents will be displayed.  The application name and the incident name are 

listed along with the start date and end date (if applicable), the number for each of the 

response types which include responders, personnel with PIV or SIV cards, pieces of 

equipment, companies and patients.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Application dropdown allows you to display a single 

application type.  
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Incidents - View  

Click on View for any incident and the interTRAX® exchange Incident Command 

System screen will appear.  Using the Assignment dropdown you may choose to view 

only one assignment. 

 

Mobile ICS example 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Mobile EMS example 



  EX V3 UG Rev. 0 (8-11) 9 

 

Incidents - View - Reports 

Some of the reports that are available may also be found in interTRAX® reports or 

COMMAND™ and some are specific to interTRAX® monitor.   
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Asset Activity 

The Asset Activity report provides the activity for each piece of equipment. The information 

is sorted by organization. Each piece of equipment belonging to the organization is listed 

along with the activity associated with that piece of equipment.   This report is also available 

in interTRAX® reports. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Assignment Activity 

The Assignment Activity report provides the activity within each assignment. The 

assignments are listed in alphabetical order and the activity within that assignment is listed 

with the name, ID number and organization of the responders as well as the date, time and 

total time.  This report 

is also available in 

interTRAX® reports. 
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Company Activity 

The Company Activity report provides the activity of each company. The information is 

sorted by organization name. The Companies are listed within each organization along with 

the company ID number and type of company. Activities for each company include the 

incident name, 

assignments, time in and 

time out, assigned time 

and elapsed time.  This 

report is also available in 

interTRAX® reports. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Incident Detail Alphabetical  

The Incident Detail Alphabetical report provides a log of the incident details for personnel 

and equipment. The Report is organized by personnel and equipment. The resources are 

listed in alphabetical order. The details include name, ID number, organization, time, date 

and assignment.   This 

report is also available in 

interTRAX® reports. 
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Incident Detail Chronological  

The Incident Detail Chronological report provides a log of the incident details for personnel 

and equipment. The report is organized by date and time and provides name, ID number, 

agency and assignment.  This report is also available in interTRAX® reports.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Incident Device  

The Incident Device report lists all of the devices that are involved in an incident and 

includes the device application, incident name, state date and end date (if applicable). 
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Incident Log  

The Incident Log provides a log of the incident details for personnel and equipment. The 

report is organized by date and time and provides precise information on each change that 

occurs during an incident (e.g., Incident Start, Open and Close, User and Device additions, 

Checklist activity, Device 

Sync). This report is also 

available in interTRAX® 

reports. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Incident Summary  

The Incident Summary report is sorted by organization and provides information on the 

resource count and duration. The summary includes the total number of organizations, 

responders and equipment as well as the total number of hours for responders and equipment.  

This report is also available 

in interTRAX® reports.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  EX V3 UG Rev. 0 (8-11) 14 

Individual Activity  

The Individual Activity report is sorted by organization. Each person with their ID number is 

listed along with the incident name. The activity includes assignments, time in and time out, 

assigned time and elapsed time. The total time for each organization is also available.  This 

report is also available in 

interTRAX® reports.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Patient Activity  

The Patient Activity report is sorted by incident. The report provides the patient ID 

(triage tag number), triage priority, time in and time out, assignment time and elapsed 

time.   This report is also available in interTRAX® reports. 
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Patient Activity Assignment 

The Patient Activity Assignment report is sorted in chronological order. Each person is 

listed using the identity code, assignment, time in, time out (if applicable) and assigned 

time (if time out exists).  The first and last names are not required and are listed if they 

are available.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Patient By Assignment 

The Patient By Assignment report is sorted by assignment. Each person is listed within 

each assignment using the ID # and activity date.  The name, complaint, destination, and 

transport are not required and are listed if they are available. This report is also available  

in COMMAND™ 

(Patient Summary 

by Assignment). 
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Patient By Destination 

The Patient By Destination report is sorted by destination. Each person is listed within 

each destination by ID #, activity date and assignment.  The name, complaint, destination, 

and transport are not required and are listed if they are available. This report is also 

available in 

COMMAND™ 

(Patient Summary 

by Destination). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Patient By Triage 

The Patient By Triage report is sorted by triage category. Each person is listed within 

each category by ID #, activity date and assignment.  The name, complaint, Destination, 

and Transport are not required and are listed if they are available. This report is also 

available in 

COMMAND™ 

(Patient Summary 

by Triage). 
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PIV 

The PIV report provides incident scan status totals as well as additional information 

specific to each PIV card.  The information regarding each card includes the name, card 

type, issuer of the card, activity date with the card scan status and a reason for the status 

along with the 

number of reads.  

This report is 

also available in 

COMMAND™. 

 

 

 

 

 

 

 

 

 

 

 

 

PIV Activity 

The PIV Card Activity report displays the incident activity for each PIV card read during an 

incident. The report lists personnel by last name, their incident involvement, and then the 

corresponding assignment activity, time in, time out, assigned time and elapsed time. This 

report is also 

available in 

interTRAX® 

reports (PIV 

Card Activity). 
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Qualification Personnel 

The Qualification Personnel report provides information on the personnel that possess the 

qualifications that are chosen from the Select Qualifications list.   The personnel are 

sorted by Organization and listed in alphabetical order by last name.  This report is also 

available in COMMAND™ (Responder Qualifications). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Qualification Equipment 

The Qualification Equipment report provides information on the equipment that 

possesses the qualifications that are chosen from the Select Qualifications list.   The 

equipment is sorted by Organization and listed in 

alphabetical order.   This report is also available in 

COMMAND™ (Equipment Qualifications). 
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Scan Download 

Scan Download allows you to open or save information regarding scan events when 

using MOBILE PIV. 

 

 

 

 

 

 

 

 

 

 

 

The information is provided in Microsoft® Excel® in .csv format. 

 

 

 

 

 

Incidents - Edit 

Click on Edit for any incident and the Incident and Assignment information will appear.  

If the incident was initiated in the field the information is read only.  If the incident is a 

master incident you may make changes to the incident information and you may add 

assignments.     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Field Incident 
Master Incident 
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Incidents - Export 

Click on Export for any incident and the File Download screen will appear.   You may 

use the exported file in COMMAND™. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

Incidents – Add 

 

 

 

 

 

The Add function allows you setup incident information, prior to an event, and select it 

as an external incident in MOBILE EMS™ or rapidTAG evac™.   You may add an 

incident name (e.g., Evacuation).  Once you have saved the incident information you may 

add assignments using the Edit functionality described above.  NOTE:  When the incident 

is accessed and used by MOBILE EMS™ or rapidTAG evac™ it will not be changed in 

Monitor and will remain in place as a template for future use.  
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Find 

Type any part of a person’s name, the name of a piece of equipment, an incident name or 

an ID and click on Find 

 

 

All of the incidents that contain the 

information will appear.  You may click on 

View or on Incidents for additional 

information. 

 

 

 

 

 

 

 

 

 

 

Find - View 

Click on View for a detailed report. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Find - Incidents 

Click on Incidents to view all of the incidents that the responder, card, equipment, 

company or patient was involved in.  From this screen you may again click on View for a 

detailed report or Incident for the Incident Command System screen.  
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Connect 

interTRAX® connect provides remote access to data fields in MOBILE EMS™ and 

rapidTAG evac™.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Complaint 

You may choose to have a default list of complaints imported to your interTRAX® 

connect account or you may manually add complaints.  Complaints may be added to or 

removed from the list at any time and the changes will be available in the complaint data 

field in MOBILE EMS™.   

 

Add.  Click on Add and type in a new complaint.   

Remove.  Click on the complaint and when the Complaint window appears click on 

Remove. 
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Gender 

You may choose to have a default gender list imported to your interTRAX® connect 

account or you may manually add gender information.  Gender information may be added 

to or removed from the list at any time and the changes will be available in the gender 

dropdown in MOBILE EMS™ or rapidTAG evac™. 

 

In this example the Female and Male categories may not be removed however you may 

change the text that appears in the dropdown box.  You may choose whether or not to use 

the Unknown category.  If you check the box for Unknown you may also type in the text 

that you would like to appear in the dropdown for that category. 

 

 

 

 

 

 

 

 

 

 

Facility 

Facilities are specific to your area.  They may be added or removed from the list at any 

time and the changes will be available in the facilities dropdown in MOBILE EMS™.   

 

Add.  Click on Add and type in a new facility.   

Remove.  Click on the facility and when the Facility window appears click on Remove. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Special Needs 

Type in the information and click on Add.  The information will be available in the  

Special Needs dropdown in rapidTAG evac™. 
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Transport Agency 

Transport Agencies are specific to your area.  They may be added to or removed from the 

list at any time and the changes will be available in the complaint data field in MOBILE 

EMS™.   

 

Add.  Click on Add and type in a new transport agency.   

Remove.  Click on the transport agency and when the Transport Agency window appears 

click on Remove. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Triage Priority 

You may choose to have a default triage priority list imported to your interTRAX® 

connect account or you may manually add triage priority information.  The information 

may be added to or removed from the list at any time and the changes will be available in 

the gender dropdown in MOBILE EMS™. 

 

In this example the Black, Red, Yellow and Green categories may not be removed 

however you may change the text that appears in the dropdown box.  You may choose 

whether or not to use the Other/Uninjured category.  If you check the box for 

Other/Uninjured you may also type in the text that you would like to appear in the 

dropdown for this category. 
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Options 

Choose the Medical Options that you wish to use in MOBILE EMS™. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Transport Warning and Transport Assignment.   If you check the box for Transport 

Warning you must type in a Transport Assignment.  When the user enters a transport 

agency, unit and destination the patient will automatically be placed in the Transport 

Assignment.  

Enable Identity Code.  Check the box to enable the user to change the ID#.  NOTE:  

This is not a preferred practice.  

Enable Complaint.  Check the box to enable the Complaint dropdown. 

Enable Last Name. Check the box to activate the Last box. 

Enable First Name. Check the box to activate the First box. 

Enable Gender.  Check the box to enable the Gender dropdown. 

Enable Birth Date.  Check the box to activate the DOB box. 

Enable Age UOM. Check the box to enable the Age Unit dropdown. 

Enable Age.  Check the box to enable the Age functionality.   

Enable Agency.  Check the box to enable the Agency dropdown. 

Enable Assignment.  Check the box to enable the Assignment dropdown. 

Enable Origin.  Check the box to activate the Origin box. 

Origin Visible.  Check the box to activate the Origin label and make dropdown box 

visible. 

Enable Destination.  Check the box to activate the Destination box. 

Enable Priority.  Check the box to enable the user to change the Triage level.  If the box 

is not checked the Triage level can only be changed during a scan (e.g., triage tag) 

Require Incident.  Check the box to require the user to select an external incident in 

order to start a medical incident.  The external incident is a master incident which has 

been created Monitor → Incidents → Add. 

Triage Label.  Choose either the Triage Level or Acuity and it will appear as the label 

next to the dropdown.  To define the text in the dropdown, go to Connect → Triage 

Priority. 
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PIV Manager 

interTRAX® manager provides identity certificate and Public Key Infrastructure (PKI) 

management, Identity and Privilege List (IPL) management, Hot-List management and 

System management. NOTE: Personal Identity Verification (PIV) is specified by the 

Federal Information Processing Standard Publication 201 (FIPS 201) 

 

 

 

 

 

 

 

 

 

 

 

 

 

Issuing Authorities 

The Issuing Authorities report is a list of the Public Key Infrastructure (PKI) certificates 

that are used to determine if a credential was issued by a trusted authority.  This list 

shows the Certificate Name, Issued and Expiration Date.  In addition, the actual 

certificate bytes are stored in the database, and downloaded to the MOBILE PIV 

application for use in PIV certificate validation. 

 

Remove. Removes the 

selected certificates 

IPL Publisher URL. The 

URL endpoint of the Identity 

and Privilege List (IPL) 

publisher server used to 

source the Trusted 

Certificates 

Is Certificate.  This 

indicates if the above URL is 

for a single certificate, or to 

obtain the list of Certificates 

from the IPL publisher.  If 

checked, then it is a single 

certificate 

Add.  Attempts to add 

certificate referenced in the 

URL field 

Cancel. Cancels the 

operation 

  

http://en.wikipedia.org/wiki/Federal_Information_Processing_Standard
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IPLs 

The Identity and Privilege List (IPL) files contain Certificate Revocation List (CRL) data, 

and/or Identification Privileges for either a Certification or an Identity.  If a Certificate or 

Identity has been revoked, it will be included in the IPL file marked as such.  

 

In addition, the files contain privilege (or attribute) information related to the Certificate 

or Identity.  This privilege data may represent training qualifications, and/or capabilities 

of the personnel or equipment associated with the credential. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Issuer.  The Certificate Authority to which the IPL data is related 

Auto.  If the list is configured to automatically update 

Last Published.  The date the IPL list was last published by the IPL Publisher Server 

Last Downloaded.  The date the IPL list was downloaded to the PIV Manager 

application 

 

Update Now.   Attempts to manually retrieve the selected IPL file(s) from the IPL 

Publisher Server 

Auto Update.  Manually initiates the Auto Update process to retrieve the selected IPL 

file(s) for those records marked as Auto = On 

Remove.  Removes the selected IPL file(s) from the PIV Manager 
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Signing Certificates 

The Signing Certificates report is a list of signing certificates used to determine if the 

Identity and Privilege List (IPL) files retrieved from the respective IPL publisher server 

are authentic.  The signing certificate is used as part of the IPL publisher update process 

to check that each file is valid and that the file source matches the expected source. 

 

Remove.  Removes the selected Signing Certificate(s) 

Add.  Adds the specified File as a Signing Certificate 

Cancel.  Cancels the operation 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Privilege Mapping 

The Privilege Mapping report is a list of privilege (or attribute) mapping files that provide 

descriptions for the attributes assigned to the Certificate or Identities retrieved from the 

Identity and Privilege List (IPL) publisher file(s).   

 

Remove.  Removes the 

selected file(s) 

Add.  Adds the 

privilege mapping file 

referenced in the IPL 

Publisher URL field 

Cancel.  Cancels the 

operation 
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TWIC Hotlist 

The Transportation Worker Identification Credential (TWIC) Hotlist provides the 

reference URLs for the following files: 

 

TWIC URL.  The URL to the TWIC file that contains the list of revoked TWIC 

credentials 

TWIC MD5 URL.  The MD5 hash used to sign the TWIC URL data file.  This file is 

used to determine if the TWIC URL file is downloaded successfully and that the file 

source is accurate. 

 

Add.  Adds new TWIC files 

Update.  Updates the 

TWIC files 

Cancel.  Cancel the 

operation 

 

 

 

 

 

 

 

 

 

PIV Settings 

The Personal Identity Verification (PIV) Settings enable the MOBILE PIV terminals to 

be dynamically configured for specific customer use cases. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  EX V3 UG Rev. 0 (8-11) 30 

Require PIN.  Indicates if a PIN validation step is required. If it is not required, 

validation stops once certificate check is finished. 

Require Fingerprint.  Indicates if fingerprint validation step is required.  If it is not 

required, validation stops once PIN entry is finished. 

Fingerprint Max Attempts.  Controls the number of times a fingerprint can be matched.  

If the limit is reached, fingerprint validation fails. 

Fingerprint Threshold.  Represents the biometric match level necessary for a fingerprint 

to be matched successfully.  The level represents a match score returned from the 

biometric matching step.  If the match score exceeds the threshold, the fingerprint match 

is successful.  If the match score is less than the threshold, the fingerprint match fails.  

The level can be tuned to match customer specific requirements. 

Facial Image.  Indicates if a facial image is displayed 

Certificate Unknown.  If checked, unknown or un-trusted certificates are allowed to 

pass through the Certificate validation step. 

Allow Expired Certificate.  If checked, expired PIV Authentication Certificates are 

allowed to pass through the certificate validation step. 

Biometric Timeout.  The specified period of time the fingerprint capture step will wait 

before returning to the PIV validation results.  If fingerprint is not captured and matched 

in this time, the biometric capture will exit, and this will contribute to the number of 

fingerprint match attempts allowed.  If set to 0, the form will wait an indefinite period of 

time. 

Certificate Validation (TWIC) 

DISABLE.  Skips the Certificate validation 

CERTIFICATE.  Checks only the PIV Authentication Certificate for credential trust 

HOTLIST.  Checks only the HOTLIST for credential trust 

ALL.  Checks both the Certificate and HOTLIST for credential trust 

Disable FASCN Agency Validation.  Used to configure reader as a CHUID Validation 

Reader.  If checked, the reader will not parse the CHUID’s Federal Agency Smartcard 

Number (FASCN) to determine if the card belongs to an allowed agency. 

TWIC Validation Method.  Note: These methods are combined with the Certificate 

validation setting to determine how the TWIC certificate is checked for validity. 

PIV.   Validates a TWIC card as a PIV card, using a three factor authentication - 

certificate, PIN and biometric 

TWIC.  Validates a TWIC card using a two factor authentication - certificate and 

biometric 

CHUID.  Validates a TWIC card by checking the CHUID 
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ID Issuers 

The Trusted ID Issuers are used with the Salamander Identity Verification (SIV) feature.  

The issuers checked in this form correspond to the allowed (or valid) identification 

issuers.  This list of ID Issuers is downloaded to the MOBILE PIV device and is used to 

correlate Identity Organizations to an allowed Issuer.  Once the Allowed Issuer has been 

mapped, the corresponding Identity and Privilege List (IPL) Publisher file can be 

referenced to determine if the Identity is allowed or revoked. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ID Treatment 

The ID Treatments option is used with Salamander Identity Verification (SIV).  This 

configuration defines how an Identity is treated based upon the results of the validation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Treatment options are: 

Join Incident.  If selected, this result will Join the validation result to the running 

incident 

Current Assignment.  If identity is joined to an incident, the currently specified 

assignment is used when adding the identity to the incident 
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Specific Assignment.  If selected, the assignment specified is used when adding the 

identity to the incident 

 

The Identity validation results that can be configured are: 

Unknown Issuer.  Results when no mapping between identity organization and issuer 

are found 

Untrusted Issuer.  Results when Issuer Mapping is found, but no Identity and 

Privilege List (IPL) publisher file can be found to verify individual identities 

Expired.  Results when identity is expired 

Expired Null.  Results when identity does not have expiration date 

Revoked.  Results when identity is revoked 

Unknown.  Results when an Issuer is known, but no record of identity is found in the 

IPL publisher file 

 

Logout 

 

 

 

 

Click to Logout 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


